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on fixed rules are often unable to detect complex fraud patterns. This study
examines machine learning techniques as a more adaptive approach to
identifying fraudulent transactions. The methods considered include logistic
regression, random forest, XGBoost, support vector machines (SVM),

Keywords: bidirectional long short-term memory (BiLSTM), bidirectional gated
Machine Learning; Financial Fraud recurrent units (BiGRU), and hybrid models. Evidence from the reviewed
Detection; Online Transactions; Blockchain;  studies indicates that these models can achieve high fraud-detection accuracy
Imbalanced Data; Anomaly Detection. when combined with data preprocessing, effective feature selection, and

methods for handling class imbalance. Integrating machine learning with
technologies such as blockchain and applying optimization methods have also
improved the security and reliability of financial systems. These approaches
can reduce false positives while supporting real-time detection and the
processing of large volumes of transaction data.

1. Introduction

In the digital era, financial transactions form the backbone of the global economy and are
conducted daily at high speed and on a vast scale. Electronic banking, e-commerce, and digital
payments have largely replaced traditional methods. Although this shift has made financial
interactions easier, it has also created new opportunities for abuse and fraud. Financial fraud causes
substantial economic losses to organizations and customers and can severely damage public trust in
financial systems. International reports estimate that billions of dollars are lost each year because of
fraudulent financial transactions, increasing the need for intelligent and efficient fraud-detection and
prevention systems [1].

Traditional fraud-detection methods rely mainly on fixed rules or classical statistical models.
Although these approaches have detected some forms of fraud in the past, they lack the flexibility
needed to recognize the complex and changing patterns devised by fraudsters. Static rule-based
systems cannot readily identify previously unseen fraud schemes, while statistical models often
perform poorly when applied to large, imbalanced datasets. Many of these methods also require
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manual configuration and cannot process transactions in real time, limiting their usefulness in
modern financial environments [2].

Machine learning provides a more adaptive approach. Its algorithms can analyze large datasets,
uncover hidden patterns, and adjust to changing conditions, allowing fraudulent activity to be
identified dynamically and in real time. In addition to improving detection accuracy, predictive
models can help organizations take preventive action before losses occur. Recent studies have
reported strong results from supervised algorithms such as random forests, gradient boosting, and
deep neural networks, as well as from unsupervised methods such as clustering and anomaly
detection [1].

Class imbalance remains one of the main difficulties in this field because fraudulent transactions
are far less common than legitimate ones. As a result, models may become biased toward classifying
transactions as legitimate. Techniques such as oversampling, undersampling, and robust learning
algorithms have been developed to address this problem. Feature engineering is also important
because it can extract meaningful information from transaction metadata and substantially improve
model accuracy.

Real-time operation imposes another requirement on financial fraud-detection systems. Models
must be able to flag suspicious transactions within a fraction of a second if financial losses are to be
prevented. Financial laws and regulatory requirements also oblige organizations to use explainable
artificial intelligence models so that algorithmic decisions remain transparent to users and regulatory
authorities [3]. User trust also affects acceptance of Al-based financial services [4].

Machine learning has changed how financial fraud-detection systems are designed and provides
a basis for building more secure and trustworthy systems for digital banking and commerce [5].
Several problems nevertheless remain, including adversarial attacks against models, privacy
concerns, and the scalability of processing very large datasets. Future research should therefore
examine hybrid approaches, privacy-preserving techniques, and explainable models to develop
resilient and sustainable systems for combating financial fraud [6]. In this context, sustainability
refers to the long-term reliability and governance of fraud-detection systems, which differs from the
environmental-political focus of the broader sustainability literature [7]. Figure 1 presents the main
stages and supporting components of machine-learning-based fraud detection in financial
transactions.

This article is organized into five sections. Following this introduction, Section 2 reviews previous
studies. Section 3 provides a brief overview of machine learning techniques, while Section 4 examines
selected applications of these techniques to fraud detection in financial transactions. The final
section presents the general conclusions and discusses several of the main challenges that remain.

2. Literature Review

The reviewed literature can be organized according to the learning methods used, the source and
structure of the transaction data, and the operational requirements of fraud detection. Across these
categories, studies generally replace delayed, rule-based, or labor-intensive procedures with models
that can process large datasets and identify nonlinear or anomalous patterns. Their conclusions are
not directly comparable, however, because they draw on different fraud settings, datasets,
performance measures, and implementation conditions.

2.1 Classical and comparative machine-learning methods

Studies of classical supervised learning most often compare random forest with logistic
regression, decision tree, support vector machine, gradient boosting, and related classifiers. Gazi [8]
reported that random forest achieved the highest accuracy, precision, and recall in distinguishing

289



Journal of Intelligent Decision Making and Granular Computing
Volume 2, Issue 1 (2026) 288-303

fraudulent from legitimate transactions. Its capacity to process large transaction volumes and
identify hidden nonlinear relationships was a clear advantage over conventional methods, although
the study also recognized data-quality requirements, computational demands, changing fraud
patterns, limited interpretability, and uncertainty about performance in operational environments.
Rahman et al., [9] reached a similar conclusion after evaluating random forest, logistic regression,
and support vector machine on US financial transaction data containing time, amount, and sender-
receiver information. Using accuracy, precision, recall, F1, and ROC-AUC, the study found that
random forest performed best because it could handle nonlinear relationships. Behavioral and
contextual features increased detection rates and reduced false positives, while time-stamped data
permitted time-series analysis; comparable machine-learning methods have also been applied to
financial time-series prediction under changing conditions [10]. The comparison was nevertheless
confined to three models and one US-specific dataset, and it provided limited technical detail about
feature selection, operational response time, very high transaction volumes, simultaneous attacks,
and economic costs.

1 TRANSACTION INPUT

Financial transaction data
Amount « time = location « payment method = user behavior

2 DATA PREPARATION |

Labeled or unlabeled transactions ® Imbalance handling (e.g., SMOTE)

3 MACHINE-LEARNING PARADIGMS

Supervised learning Unsupervised learning Hybrid models

Logistic regression K-means clustering ® Autoencoder — supervised model
Isolation Forest
One-Class SVM

Autoencoders

Decision tree and random forest
LightGBM and XGBoost

Deep neural networks

e Clustering + boosting

® Rare-case discovery — classification

Best suited to labeled data

Detects unknown patterns with limited labels Combines accuracy with flexibility

4 FRAUD-ANALYTICS FUNCTIONS '

Anomaly detection Classification Prediction
Deviation from narmal behavior Legitimate versus fraudulent Probability of future fraud

Real-time fraud decision Legitimate Fraudulent

OPERATIONAL BENEFITS

High accuracy Dynamic model updates Fewer false positives Rapid, high-volume processing
DEPLOYMENT CHALLENGES * Class imbalance + Data confidentiality + Concept drift + Computational complexity

Fig. 1. Integrated machine-learning framework for fraud detection in financial transactions

Note. SVM = support vector machine; LSTM = long short-term memory; SMOTE =
synthetic minority oversampling technique.

Evidence from e-commerce and FinTech transactions also favors random forest, but the results
remain closely tied to the datasets examined. The rapid expansion of e-commerce has increased the
use of credit and debit cards for online purchases [11], creating more exposure to card fraud. Golyeri
et al., [12] compared decision tree, logistic regression, random forest, and gradient boosting
(XGBoost) using purchases from the Boyner Group website and mobile application. The study
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introduced behavioral and transaction features, including unusual amounts, unexpected locations,
and deviations from a user's normal behavior, to identify activities such as identity theft and
unauthorized account access. It reported improved detection accuracy through the comparison of
several classifiers and the use of new features. Al-based personalization can shape consumer
spending and transaction patterns in e-commerce, making behavioral transaction data relevant to
the analysis of online activity [13]. More broadly, trust, perceived risk, and self-related evaluations
can affect customer responses to online financial services and are therefore relevant to the design of
fraud-prevention systems [14, 15]. The single-company dataset, restriction to basic algorithms, lack
of real-time evaluation, and untested scalability to global transaction volumes limit the reach of these
findings. AbdulSattar and Hammad [16] compared SGD, decision tree, random forest, J48, and IBk on
the Taskl and Task2 datasets. Accuracy ranged from 97.78% to 98.1%, with little separation among
the algorithms. Because the data were imbalanced, the authors also examined Kappa and MCC;
random forest produced the highest Kappa value on both datasets, whereas SGD and J48 performed
worst. This broader evaluation supports random forest under class imbalance, but the analysis did
not fully resolve the imbalance problem or test advanced models, response time, computational cost,
or resistance to concept drift under operational conditions. Limited reporting of preprocessing and
feature selection, together with the sensitivity of SGD on Task2, further constrains interpretation.

Broader comparisons show that model choice depends on the fraud problem and the information
available. Amarasinghe et al., [17] characterized financial fraud as a multitrillion-dollar problem and
contrasted machine learning and outlier detection with conventional methods that often identify
fraud only after it occurs, are susceptible to human error, require costly specialist teams, have
relatively low accuracy on very large datasets, and depend mainly on discrete identifiers such as user
accounts or IP addresses. The study considered Bayesian networks, recurrent neural networks,
support vector machines, fuzzy logic, hidden Markov models, K-means clustering, and K-nearest
neighbor. This breadth clarified the range of possible applications and the ability of machine learning
to process large datasets and detect complex patterns, but it also exposed common requirements
for specialist knowledge, substantial computing resources, high-quality data, continual updating, and
evidence from realistic operating environments. Neural networks in particular raise black-box
concerns that were not resolved by comparing additional algorithms.

2.2 Deep and hybrid learning methods

Deep and hybrid neural architectures produced strong results when sequential structure and
learned features were incorporated. Almazroi and Ayub [18] proposed the ResNeXt-embedded GRU
model (RXT) for real-time financial transaction processing in wireless communication systems. After
preprocessing, SMOTE reduced class imbalance, and EARN combined an autoencoder with ResNet to
extract deep features. The RXT classifier was then tuned with the Jaya optimization algorithm to form
RXT-J. Across three real financial transaction datasets, the model improved several measures by 10-
18% over the reported algorithms while maintaining high computational efficiency. It also addressed
data availability, reliability, resistance to cyberattacks, and transaction security under wireless
communication interference. These gains came from a complex pipeline, however, and the study
provided limited detail about the integration of ResNeXt and GRU and the exact SMOTE
configuration. Evaluation on only three datasets, limited comparison with advanced alternatives such
as XGBoost or LSTM, substantial real-time infrastructure requirements, the wireless-security focus,
and possible variation in Jaya's performance on larger or more diverse data leave its wider
applicability uncertain.

Najadat et al., [19] used the IEEE-CIS Fraud Detection dataset from Kaggle to compare six classical
algorithms, namely Naive Bayes, voting, AdaBoost, random forest, decision tree, and logistic
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regression, with a BiLSTM-MaxPooling-BiGRU-MaxPooling model. The hybrid architecture learned
sequential patterns and used MaxPooling to reduce complexity and improve computational
efficiency. It outperformed the classical models with an accuracy of 91.37%. The result supports
combining bidirectional long short-term memory and bidirectional gated recurrent units, but
evidence from a single Kaggle dataset may not transfer to operational data. Missing details about
feature selection and model settings, the absence of comparisons with XGBoost or deeper neural
networks, high computational requirements, and limited analysis of response time, computational
cost, and sudden concept drift also make operational implementation difficult. The motivation for
this work was the growth of credit card use and fraud; the Nilson Report expected global credit card
losses to exceed $35 billion by 2020. Retail service choices may also affect customer responses in
digital purchasing settings [20].

2.3 Datasets and generalizability

The datasets used across the literature differ substantially in accessibility and representativeness.
Public or named datasets, including European credit card data [21], the |IEEE-CIS dataset [19], and
Task1 and Task2 [16], support comparison but may not reproduce the scale, regional characteristics,
and rapidly changing patterns of operational environments. Company-specific data from Golyeri et
al., [12] provide direct e-commerce evidence but restrict generalizability beyond one organization.
Rahman et al.,'s US data [9] are similarly context dependent. Thennakoon et al., [22] used operational
data from a financial institution under a confidentiality agreement and examined four major fraud
types. This improved practical relevance, but the restriction to four types may exclude other patterns,
and confidentiality prevents public access, reproduction, and independent validation. The selected
evaluation measures may also affect model rankings. Limited technical reporting of the API and
implementation reduces reproducibility, although domain-oriented test generation could support
more systematic evaluation of software-based detection components [23]. Together, these
differences show why high scores from one dataset cannot be treated as evidence of equivalent
performance across institutions, regions, and fraud types.

2.4 Approac4hes to class imbalance

Class imbalance is a shared methodological problem because fraudulent transactions are much
less frequent than legitimate ones. Some studies acknowledged the issue without fully correcting it
[8, 12, 17], while AbdulSattar and Hammad [16] supplemented accuracy with Kappa and MCC.
Thennakoon et al., [22] proposed a new imbalance-handling strategy, and Almazroi and Ayub [18]
applied SMOTE before feature extraction. These approaches improve evaluation or rebalance the
training data, but they do not remove dependence on data quality or establish that performance will
persist across datasets. Thennakoon's strategy still left class imbalance as a substantial concern, and
the exact SMOTE configuration in Almazroi and Ayub [18] 's pipeline was not reported in sufficient
detail. The literature therefore differs both in how imbalance is handled and in whether performance
measures reflect minority-class detection.

2.5 Real-time detection and concept drift

Real-time detection and adaptation to changing fraud patterns distinguish operational systems
from retrospective classification studies. Dornadula and Geetha [21] analyzed historical customer
transactions, clustered cardholders by transaction volume, applied a sliding window to aggregate
transactions and extract group-level patterns, trained classifiers for the resulting groups, and
selected the best-performing classifier. Pairwise-comparison ranking can also be used to prioritize
high-performing alternatives [24]. A feedback mechanism addressed concept drift, and testing on
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European credit card data supported a streaming application. The approach adapts behavioral
patterns over time, but customer clustering and multiple classifiers increase computational
complexity, window size requires careful tuning, and large-scale performance remains uncertain.
Thennakoon et al., [22] used predictive models and an application programming interface to classify
transactions in real time, but the study gave limited implementation detail and required substantial
computing infrastructure. By contrast, real-time behavior was not tested by Golyeri et al., [12], and
the studies by Rahman et al.,, [9], Najadat et al,, [19], and AbdulSattar and Hammad [16] paid
insufficient attention to operational response time or concept drift. Thus, reported predictive
accuracy does not by itself establish suitability for live deployment.

2.6 Machine learning and blockchain

A separate group of studies combined machine learning with blockchain to strengthen
transaction security and traceability. Ashfaq et al., [25] used XGBoost and random forest to classify
fraudulent and legitimate Bitcoin transactions and predict new fraud patterns. Blockchain integration
was assessed through precision and AUC, a security analysis of the smart contract, and an attacker
model intended to identify vulnerabilities and improve resilience. The approach responded to
continuing fraud in electronic banking and online transactions despite blockchain's characterization
as a secure financial technology [26], and the security analysis added an operational component [27].
Its scope was limited to two algorithms and the Bitcoin network, however, while incomplete
descriptions of the data, experimental conditions, smart-contract implementation, and attacker
model hinder reproduction. Public access to the datasets was also limited, and the attacker model
may not cover more complex threats. Extending the model to other blockchain networks or financial
systems would require substantial computing and security infrastructure.

Tatineni [28] likewise examined machine learning and blockchain, but at a conceptual level.
Machine-learning methods such as anomaly detection and pattern recognition were paired with
blockchain's secure, tamper-resistant ledger to support transparency and traceability [29]. The article
discussed applications, difficulties, and potential benefits [30] and offered a roadmap for secure and
resilient financial systems. Unlike Ashfaq et al., [25], it did not provide empirical testing or
guantitative comparison. Its proposals therefore remain more suitable for theoretical guidance than
immediate operational use, particularly because integration complexity, infrastructure cost,
blockchain availability, scalability, processing speed, and the need for large balanced training
datasets were not resolved.

2.7 Interpretability, reproducibility, and research gaps

Interpretability, reproducibility, and deployment cost cut across the methodological groups.
Random forest and neural models can capture complex relationships, but their black-box behavior
limits explanation [8, 17]. Deep and hybrid pipelines add further difficulty because their many
processing, feature-extraction, optimization, and classification stages require specialist knowledge
and extensive computational resources [18, 19]. Confidential or incompletely described datasets and
implementations prevent independent validation in several studies [9, 18, 22, 25]. These recurring
limitations should be interpreted collectively: improvements in accuracy, precision, recall, AUC,
Kappa, or MCC do not demonstrate that a model is explainable, affordable, scalable, reproducible,
or stable when fraud patterns change.

Table 1 provides a comparative synthesis of the application settings, methods, findings, and
limitations of the reviewed studies.
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Table 1
Comparative synthesis of machine-learning approaches to financial fraud detection

Application

Study Methods Main findings and contributions Principal limitations
context and data
. . . Random forest produced the Dependence on high-quality and
Financial-sector Machine- . P .. P gn-q . Y
. . highest accuracy, precision, and balanced data; computational
fraud detection; learning ;. .
. . . recall for fraudulent and legitimate demands; changing fraud
[8] review of machine- models, with . . _ . -
. . transactions. The study considered patterns; limited interpretability;
learning emphasis on . . .
L both the potential and limitations  uncertain performance under
applications random forest . . . -
of machine learning. operational conditions.
Behavioral patterns were
Customer . .
clusterin extracted from historical High computational complexity;
Streaming . .g' transactions. The best classifier & e P . . P .V'
. sliding window, sensitivity to sliding-window size;
transactions; . was selected for each customer .
[21] . multiple . data-quality dependence;
European credit o group, while the feedback - L
classifiers, and . scalability concerns; limited
card fraud data mechanism addressed concept . L
feedback . . regional generalizability.
. drift and supported real-time
mechanism .
detection.
Bayesian
networks, Algorithm ic. complexity;
recurrent Machine learning and outlier & . plexity;
. substantial resource
. . neural detection were presented as . s
Financial . requirements; sensitivity to
. networks, SVM, alternatives to delayed, labor- . .
transaction fraud . . . incomplete or imbalanced data;
[17] . fuzzy logic, intensive, and error-prone .
and outlier . . black-box behavior; need for
. hidden Markov  conventional methods. The study . . -
detection continual updating; limited
models, K- covered a broad range of . .
. evidence from operational
means, and K-  algorithms. .
environments.
nearest
neighbor
Decision tree,
. logistic . .
Online purchases . The study compared multiple Single-company dataset; focus on
regression, " > . o
made through the classifiers and used features such basic algorithms; sensitivity to
random forest, . . .
[12] Boyner Group as unusual transaction amounts data quality and imbalance;
. ., and XGBoost; . . .
website and mobile new behavioral and unexpected locations to limited scalability assessment; no
application . improve fraud detection. real-time evaluation.
and transaction
features
Multiple
machine-
learnin Only four fraud types were
Four types of real- . .g The analysis provided guidance for  considered; limited
classifiers, an . . . . .
world fraud; imbalance selecting a suitable model for each  implementation details;

[22] confidential data handlin fraud type. The APl enabled real- confidential data prevented
from a financial strate g time classification of transactions replication and independent
institution redicgt?,\;e as legitimate or fraudulent. validation; high infrastructure

P . requirements.

analytics, and

an APl module

Only three models were tested;
. . Random forest, S .
UsS financial logistic Random forest performed best limited implementation and
transactions g . because it could model nonlinear feature-selection details; US-
R regression, and . . . e . .

[9] containing time, SVM: time relationships. Behavioral and specific and confidential data; no
amount, and serie,s and contextual features improved assessment of operational costs,
sender-receiver behavioral detection rates and reduced false response time, extreme
information . positives. transaction volumes, or

analysis

simultaneous attacks.
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Table 1
Continued
Application P . A S
Study PP Methods Main findings and contributions Principal limitations
context and data
XGBoost, Bitcoin-specific design; only two
random forest, Machine learning and blockchain classifiers; limited technical and
Fraud and blockchain, were combined to classify Bitcoin dataset information; restricted
[25] anomalies in the  smart-contract transactions and predict new fraud reproducibility; uncertain
Bitcoin network security patterns. Performance was coverage of complex attacks;
analysis, and an assessed using precision and AUC.  substantial infrastructure
attacker model requirements.
Three real SMOTE, EARN The model improved several . .
. . Complex architecture; high
financial feature performance measures by 10-18% . .
. . . - . computational requirements;
transaction extraction, compared with existing algorithms =~ .
. o . limited details on model
datasets and real- ResNeXt- while maintaining high . . .
[18] . . . - integration and SMOTE settings;
time processing embedded GRU computational efficiency. It also . - .
. - uncertain generalizability; possible
over wireless (RXT), and Jaya addressed data availability, .
L L o . variation in Jaya performance at
communication optimization reliability, and resistance to lareer scales
systems (RXT-J) cyberattacks. & ’
BiLSTM-
MaxPooling- . I
BIGRU- g Use of a single dataset; limited
MaxPooling: The hybrid model outperformed feature-selection and tuning
IEEE-CIS Fraud Naive Ba egs, the classical algorithms and details; high computational
[19] Detection dataset votin yes, achieved 91.37% accuracy. demands; restricted comparison
obtained from AdaBi,ost MaxPooling reduced model with advanced models; limited
Kaggle ! complexity and improved attention to response time,
random forest, . . .
. computational efficiency. computational cost, and concept
decision tree, .
.. drift.
and logistic
regression
Machine Primarily conceptual; limited
learning-based The study explained how a . y P ) .
. . technical and empirical evidence;
. anomaly tamper-resistant blockchain ledger - .
Conceptual analysis . no quantitative comparison;
. . detection and could support transparency and . . .
[28] of financial fraud i integration and infrastructure
. pattern traceability and presented a .
detection . . costs not fully examined;
recognition roadmap for secure and resilient . s
. . ) . blockchain scalability and
integrated with  financial systems. rocessing-speed Concerns
blockchain P &=p ’
Only classical algorithms were
Model accuracy ranged from examined; accuracy differences
. . .. SGD, decision 97.78% to 98.1%. Random forest were small; limited preprocessing
Binary classification tree, random achieved the highest Kappa values  and feature-selection details;
[16] using the Task1 and ! g PP !

Task2 datasets

forest, J48, and
IBk

on both datasets and performed
best overall according to Kappa
and MCC.

dataset-specific findings; no
operational evaluation of
response time, cost, or concept
drift.

Note: API = application programming interface; AUC = area under the curve; BiGRU = bidirectional gated recurrent unit;
BiLSTM = bidirectional long short-term memory; EARN = autoencoder—ResNet feature-extraction approach; MCC =
Matthews correlation coefficient; RF = random forest; SMOTE = synthetic minority oversampling technique; SVM =
support vector machine.

The comparison reveals several connected research gaps. Classical models, particularly random
forest, often perform well, but most comparisons use a limited set of algorithms and context-specific
datasets [8, 9, 12, 16]. Deep and hybrid models report higher or competitive predictive performance,
yet their computational requirements, incomplete implementation details, and dependence on
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single or small collections of datasets restrict reproducibility and generalizability [18, 19]. Approaches
to class imbalance range from supplementary measures to SMOTE and newly proposed strategies,
but their effectiveness has not been established consistently across institutions and fraud types [22],
[16, 18]. Real-time studies address streaming data, APIs, sliding windows, and concept drift, although
few evaluate response time, scalability, and adaptation together under live transaction volumes [21,
22]. Blockchain-based studies add security and traceability, but empirical validation beyond Bitcoin
and the cost of operational integration remain limited [25, 28]. Interpretability receives little direct
treatment despite the use of black-box models, and confidential data or incomplete reporting
frequently prevents independent validation. Research that evaluates predictive performance,
minority-class detection, response time, computational cost, explainability, and cross-context
generalizability within the same design is therefore still limited.

3. Machine Learning Techniques

Financial fraud detection generally relies on three machine learning approaches: supervised
learning, including logistic regression, decision trees, random forests, gradient boosting, and deep
neural networks; unsupervised learning, including clustering, anomaly detection, and autoencoders;
and hybrid models that combine supervised and unsupervised methods [31]. Each approach has its
own advantages and limitations. The principal techniques are discussed briefly in the following
subsections.

3.1. Supervised Learning

Supervised models are trained using labeled data in which each transaction is identified as either
legitimate or fraudulent. The main supervised learning techniques used for fraud detection include
the following:

i. Logisticregression: Logistic regression is one of the simplest and most widely used algorithms.
It estimates the probability of fraud from transaction features. Its principal advantages are
simplicity and interpretability, although its performance is limited when the data contain
complex and nonlinear relationships [32].

ii. Decision tree: A decision tree identifies fraud patterns by dividing the data according to
selected features. The resulting structure is transparent and relatively easy to interpret, but
the model may be susceptible to overfitting [33].

iii. Random forest: Random Forest is an ensemble of decision trees whose predictions are
combined to obtain greater accuracy [34]. Recent studies have reported good performance
when this method is applied to imbalanced datasets.

iv. Gradient boosting, LightGBM, and XGBoost: These boosting algorithms improve successive
models by correcting errors made by earlier ones [35]. They have achieved high fraud-
detection accuracy when applied to large and complex datasets [33].

v. Deep neural networks: Deep neural networks can learn complex and nonlinear relationships,
making them effective in detecting sophisticated fraud patterns [36]. Spiking neural networks
are another neural-network architecture examined in hardware and software simulation
studies [37]. Their application, however, requires large datasets and substantial
computational resources [38].

3.2. Unsupervised learning

Unsupervised learning methods are used when labeled data are limited or unavailable. The main
techniques include the following:
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i. Clustering: Algorithms such as K-means divide transactions into groups with similar
characteristics. Transactions that fall outside the identified clusters are treated as potentially
fraudulent [39].

ii. Anomaly detection: This approach assumes that fraud is a rare event. Methods such as
Isolation Forest and One-Class SVM identify transactions that differ from normal transaction
patterns [40].

iii. Autoencoders: Autoencoders are neural networks trained to reconstruct legitimate
transaction data. Transactions with high reconstruction errors are classified as potentially
fraudulent. This method has been effective when applied to complex and unstructured data
[38].

3.3. Hybrid models

Hybrid models combine supervised and unsupervised learning to draw on the advantages of both
approaches. Common applications include the following:

i. Combining supervised and unsupervised methods: An autoencoder may first be used to

detect anomalies, after which a supervised model is trained using its output. This combination
can increase detection accuracy and reduce the error rate [41].

ii. Hybrid frameworks: Combining boosting algorithms with clustering methods can produce
better performance than applying either method independently [42].

iii. Application to imbalanced data: Unsupervised methods can first identify rare observations,
after which supervised models are trained using the identified samples. This procedure can
reduce the effect of class imbalance [43].

Supervised learning is suitable for labeled data and can achieve high accuracy, but it depends on
access to complete and balanced datasets. Unsupervised learning is useful when labeled
observations are scarce and can identify previously unknown patterns. Hybrid models are considered
particularly suitable for operational settings because they combine the accuracy of supervised
models with the flexibility of unsupervised methods [44].

4. Application of machine learning techniques to fraud detection in financial transactions

The continued expansion of e-commerce and widespread use of credit and debit cards have made
financial fraud a serious global problem. Online transactions create opportunities for abuse because
of their high volume, rapid processing, and variety of payment methods. Al-mediated purchasing may
also affect impulsive online decisions and transaction risk [45]. Banks and financial institutions
therefore require intelligent and efficient methods for detecting and preventing fraudulent activity.
Machine learning can analyze complex datasets and identify hidden patterns, making it useful in the
design of fraud-detection systems. User-generated app reviews can also be prioritized to support
developer responses on mobile platforms [46].

4.1. Nature of financial transaction fraud

Financial fraud can take several forms, including unauthorized credit card use, identity theft,
suspicious transactions involving unusual amounts, and abnormal patterns in purchasing or money
transfers. These activities share one important characteristic: fraudulent cases are concealed within
a much larger volume of legitimate transactions. Conventional systems based on fixed rules are
therefore often unable to identify complex and changing fraud patterns [47].

4.2. Role of machine learning in fraud detection
Machine learning algorithms perform three main functions in financial fraud detection:
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Anomaly detection: Identifying transactions that deviate from established patterns of normal
behavior [48].

Classification: Determining whether a transaction is legitimate or fraudulent.

Prediction: Estimating the probability of fraud in future transactions from historical data.
Hybrid forecasting models also support adaptive prediction in data-driven systems [49-51].

These functions have made machine learning a principal component of contemporary antifraud
systems. Commonly applied algorithms include the following [52]:

Vi.

Logistic regression: A simple and interpretable method for the binary classification of
transactions.

Random forest: A tree-based ensemble method that can handle imbalanced datasets
effectively.

XGBoost and AdaBoost: Boosting algorithms that can detect complex patterns with high
accuracy.

. Support vector machine (SVM): A method suited to high-dimensional data and nonlinear

patterns.

Recurrent neural networks (RNN, LSTM, and GRU): Models capable of analyzing sequential
and time-series data, particularly financial transactions with temporal dependencies [53].
Ensemble models: Combinations of several algorithms intended to increase accuracy and
reduce prediction errors [54].

4.3. Challenges in applying machine learning
Several issues complicate the use of machine learning in financial fraud detection [55]:

Imbalanced data: Fraudulent transactions are far less frequent than legitimate ones. Methods
such as SMOTE are commonly used to reduce this imbalance.

Data confidentiality: Limited access to real financial data makes model training and evaluation
more difficult.

Concept drift: Fraudsters change their methods over time, requiring fraud-detection models
to be updated.

. Computational complexity: Some advanced algorithms require substantial computational

resources [56].

4.4. Advantages of machine learning
Machine learning offers several advantages in financial fraud detection [57]:

iv.

High accuracy: Machine learning models can identify complex and nonlinear patterns [58].
Dynamic learning: Models can be updated as new transaction data become available.

Fewer false positives: More accurate classification reduces the unnecessary blocking of
legitimate transactions.

Real-time application: Machine learning can process large transaction volumes within short
periods.

Machine learning has improved financial fraud detection, but several limitations remain. Effective
model development often requires large and balanced datasets, while advanced algorithms can
impose high computational costs. Decisions made by complex models, particularly neural networks,
may also be difficult to interpret. Current developments are moving toward the integration of
machine learning with blockchain and explainable artificial intelligence to improve transparency and
security while maintaining high detection accuracy [59]. Security frameworks for SDN-enabled 5G
core networks also use secure network-slicing enforcement to protect communication
infrastructures [60].
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The use of machine learning has substantially changed how fraudulent financial transactions are
detected. The range of available algorithms has increased the accuracy and efficiency of antifraud
systems. Further progress, however, depends on addressing class imbalance and concept drift and
on developing systems that are more adaptive, secure, interpretable, and reliable for financial
institutions and their customers [6].

5. Conclusion

This review examined supervised, unsupervised, and hybrid machine learning approaches to
fraud detection in financial transactions. Supervised algorithms use labeled data to classify suspicious
transactions, whereas unsupervised methods identify previously unknown patterns and anomalies.
Hybrid models combine these capabilities and can improve detection performance while reducing
error rates. Across the reviewed studies, classical algorithms, particularly random forest, provided
reliable results on several transaction datasets. Deep and hybrid architectures, including BiLSTM,
BiGRU, and ResNeXt-GRU, were better suited to sequential data and reported strong predictive
performance, although comparisons differed in their datasets and evaluation conditions. Studies that
integrated machine learning with blockchain also addressed transaction security and transparency.
These findings show that model performance depends on the fraud context, the characteristics of
the available data, and the operational requirements of the detection system.

The reviewed approaches offer several practical advantages: they can identify nonlinear
transaction patterns, process large data volumes, detect anomalies, and support rapid classification.
Their limitations are closely connected. Fraudulent observations form only a small proportion of most
datasets, which can bias models toward legitimate transactions even when oversampling,
undersampling, or algorithms designed for imbalanced data are used [61]. Deep neural networks and
other complex models may perform well but often provide limited explanations for their decisions.
This is problematic when regulators, institutions, and customers require transparent outcomes. Low-
latency detection is also difficult because financial systems process large transaction volumes and
delays can result in substantial losses. Models may be affected by concept drift as fraud strategies
change, and deliberately manipulated inputs can prevent them from recognizing fraudulent
behavior. The use of sensitive financial data introduces further privacy and security requirements;
cybersecurity practices are also associated with individual, social, and organizational factors [62].
Federated learning, encryption, big-data infrastructure, and distributed systems may address parts
of these problems, but their computational cost, implementation complexity, and scalability remain
constraints. Big-data infrastructures also create workload-management problems, including straggler
tasks that can be recognized using artificial neural networks [63].

Future research should evaluate explainable artificial intelligence and federated learning within
fraud-detection settings that protect sensitive data while allowing model decisions to be examined
[64, 65]. Adaptive models should be tested on real-world dynamic datasets to determine how well
they respond to concept drift, new fraud patterns, and changes in class distributions. Adversarial
robustness also requires direct evaluation through deliberately manipulated transactions rather than
reliance on conventional predictive measures alone. Graph neural networks may support the analysis
of relationships among transactions, but their value should be established using financial fraud data;
network-based modelling in other complex domains does not by itself demonstrate effectiveness in
this setting [66]. Future evaluations should report minority-class detection, response time,
computational cost, explainability, scalability, and performance under changing operational
conditions within the same design. Multidisciplinary decision frameworks may support system-level
planning [67-69], but their contribution should likewise be assessed directly in fraud-detection
applications.
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