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The rapid expansion of e-commerce and online financial transactions has 
made financial fraud a serious global concern. Conventional methods based 
on fixed rules are often unable to detect complex fraud patterns. This study 
examines machine learning techniques as a more adaptive approach to 
identifying fraudulent transactions. The methods considered include logistic 
regression, random forest, XGBoost, support vector machines (SVM), 
bidirectional long short-term memory (BiLSTM), bidirectional gated 
recurrent units (BiGRU), and hybrid models. Evidence from the reviewed 
studies indicates that these models can achieve high fraud-detection accuracy 
when combined with data preprocessing, effective feature selection, and 
methods for handling class imbalance. Integrating machine learning with 
technologies such as blockchain and applying optimization methods have also 
improved the security and reliability of financial systems. These approaches 
can reduce false positives while supporting real-time detection and the 
processing of large volumes of transaction data. 
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1. Introduction 

In the digital era, financial transactions form the backbone of the global economy and are 
conducted daily at high speed and on a vast scale. Electronic banking, e-commerce, and digital 
payments have largely replaced traditional methods. Although this shift has made financial 
interactions easier, it has also created new opportunities for abuse and fraud. Financial fraud causes 
substantial economic losses to organizations and customers and can severely damage public trust in 
financial systems. International reports estimate that billions of dollars are lost each year because of 
fraudulent financial transactions, increasing the need for intelligent and efficient fraud-detection and 
prevention systems [1]. 

Traditional fraud-detection methods rely mainly on fixed rules or classical statistical models. 
Although these approaches have detected some forms of fraud in the past, they lack the flexibility 
needed to recognize the complex and changing patterns devised by fraudsters. Static rule-based 
systems cannot readily identify previously unseen fraud schemes, while statistical models often 
perform poorly when applied to large, imbalanced datasets. Many of these methods also require 
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manual configuration and cannot process transactions in real time, limiting their usefulness in 
modern financial environments [2]. 

Machine learning provides a more adaptive approach. Its algorithms can analyze large datasets, 
uncover hidden patterns, and adjust to changing conditions, allowing fraudulent activity to be 
identified dynamically and in real time. In addition to improving detection accuracy, predictive 
models can help organizations take preventive action before losses occur. Recent studies have 
reported strong results from supervised algorithms such as random forests, gradient boosting, and 
deep neural networks, as well as from unsupervised methods such as clustering and anomaly 
detection [1]. 

Class imbalance remains one of the main difficulties in this field because fraudulent transactions 
are far less common than legitimate ones. As a result, models may become biased toward classifying 
transactions as legitimate. Techniques such as oversampling, undersampling, and robust learning 
algorithms have been developed to address this problem. Feature engineering is also important 
because it can extract meaningful information from transaction metadata and substantially improve 
model accuracy. 

Real-time operation imposes another requirement on financial fraud-detection systems. Models 
must be able to flag suspicious transactions within a fraction of a second if financial losses are to be 
prevented. Financial laws and regulatory requirements also oblige organizations to use explainable 
artificial intelligence models so that algorithmic decisions remain transparent to users and regulatory 
authorities [3]. User trust also affects acceptance of AI-based financial services [4]. 

Machine learning has changed how financial fraud-detection systems are designed and provides 
a basis for building more secure and trustworthy systems for digital banking and commerce  [5]. 
Several problems nevertheless remain, including adversarial attacks against models, privacy 
concerns, and the scalability of processing very large datasets. Future research should therefore 
examine hybrid approaches, privacy-preserving techniques, and explainable models to develop 
resilient and sustainable systems for combating financial fraud [6]. Figure 1 presents the main stages 
and supporting components of machine-learning-based fraud detection in financial transactions. 

 
Fig. 1. Integrated machine-learning framework for fraud detection in financial transactions 
Note. SVM = support vector machine; LSTM = long short-term memory; SMOTE = synthetic 
minority oversampling technique. 
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This article is organized into five sections. Following this introduction, Section 2 reviews previous 
studies. Section 3 provides a brief overview of machine learning techniques, while Section 4 examines 
selected applications of these techniques to fraud detection in financial transactions. The final 
section presents the general conclusions and discusses several of the main challenges that remain. 
 
2. Literature Review 

Gazi et al,.[7] examined the importance of fraud detection in the financial sector. As conventional 
methods have become less effective, alternative approaches are increasingly needed. The authors 
presented machine learning as a method capable of analyzing large datasets and identifying complex 
patterns. Their review of machine learning applications in fraud detection found that random forest 
performed best, achieving the highest accuracy, precision, and recall in distinguishing fraudulent 
from legitimate transactions. 

The main strengths of the study were: 
i. Methodological novelty through the use of machine learning instead of conventional 

methods. 
ii. The capacity to process very large volumes of transaction data. 
iii. The ability to identify hidden and nonlinear relationships in the data. 
iv. Strong random forest performance in terms of accuracy, precision, and recall. 
v. Consideration of both the potential and limitations of machine learning. 
The study also had several limitations: 
i. Dependence on high-quality data, as incomplete or imbalanced datasets can produce 

erroneous results. 
ii. High computational complexity and resource requirements. 
iii. The need for regular model updates because fraud patterns continually change. 
iv. Limited interpretability, since many algorithms, including random forest, operate as “black-

box” models whose decisions are difficult to explain. 
v. Possible differences between experimental results and performance in operational 

environments with greater scale and complexity. 
Dornadula [8] discussed the growth of credit card fraud on online platforms such as e-commerce 

websites. As internet-based payment methods have expanded, exposure to fraud has also increased. 
Their study aimed to design and develop a new method for detecting fraud in streaming transaction 
data. Its main objectives were: 

i. Analyzing customers’ historical transactions and extracting behavioral patterns. 
ii. Clustering cardholders according to their transaction volumes. 
iii. Applying a sliding-window strategy to aggregate transactions and extract group-level 

patterns. 
iv. Training several classifiers separately for the identified groups. 
v. Selecting the classifier with the best performance score for fraud prediction. Pairwise-

comparison ranking can also help prioritize high-performing alternatives [9]. 
vi. Using a feedback mechanism to address concept drift. 
vii. Testing the method on European credit card fraud data. 
The principal strengths of the study were: 
i. Its focus on real-time and streaming data, which was more efficient than conventional 

approaches. 
ii. Customer clustering based on transaction behavior, resulting in more accurate models. 
iii. The use of a sliding window to update behavioral patterns over time. 
iv. A feedback mechanism for responding to changes in fraud patterns caused by concept drift. 
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v. Comparison of several classification algorithms and selection of the best-performing model, 
thereby improving system accuracy. 

The main limitations were: 
i. High computational complexity due to customer clustering and the training of multiple 

classifiers. 
ii. Dependence on data quality, since incomplete or imbalanced data can distort the results. 
iii. The need to tune the sliding window carefully because window size can substantially affect 

performance. 
iv. Scalability difficulties when processing very large volumes of real-world transactions. 
v. Dependence on a particular dataset, namely the European dataset, which may limit 

generalizability to other regions. 
Amarasinghe [10] examined the large and growing problem of financial fraud, which has 

developed into a multitrillion-dollar industry. They identified several serious limitations in 
conventional fraud-detection methods, including complex statistical models and specialist human 
teams: 

i. Fraud is often detected after it has occurred rather than in real time. 
ii. These methods are susceptible to human error. 
iii. They require costly teams of specialists. 
iv. They have relatively low accuracy and cannot efficiently manage very large datasets. 
v. They mainly rely on discrete data, such as user accounts or IP addresses, which are no longer 

sufficient. 
The authors therefore argued for the use of machine learning and outlier-detection methods. 

They examined Bayesian networks, recurrent neural networks, support vector machines, fuzzy logic, 
hidden Markov models, K-means clustering, and the K-nearest neighbor algorithm as possible ways 
to improve fraud detection in financial transactions. 

The main strengths of the study were: 
i. Attention to practical problems in the financial industry and the weaknesses of conventional 

methods. 
ii. The use of machine learning and outlier detection as alternative solutions. 
iii. Examination of a broad range of algorithms and comparison of their applications in fraud 

detection. 
iv. Consideration of increasingly advanced techniques used by hackers and fraudsters. 
v. Recognition of machine learning’s capacity to process very large datasets and detect complex 

patterns. 
Its limitations included: 
i. Algorithm 1. complexity, which requires specialist knowledge and substantial computational 

resources. 
ii. Dependence on high-quality data, as incomplete or imbalanced data reduce model accuracy. 
iii. Limited interpretability, particularly for black-box models such as neural networks. 
iv. The need for continual updates as fraud patterns change. 
v. The possibility that experimental results will differ from those obtained in real operating 

environments with greater volume and complexity. 
Golyeri [11] examined fraud detection in e-commerce transactions, where effective detection can 

prevent unauthorized activities such as identity theft and unauthorized account access. Machine 
learning algorithms have been widely applied to online transaction fraud because they can learn 
behavioral patterns and recognize discriminating characteristics, including unusual amounts, 
unexpected locations, and behavior outside a user’s normal range. In online purchase settings, 
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personalized digital interactions may also shape user behavior and transaction patterns, which makes 
behavioral features relevant for fraud detection in e-commerce environments [12].The study applied 
four basic machine learning algorithms: decision tree, logistic regression, random forest, and gradient 
boosting (XGBoost). The data were collected from online purchases made through the Boyner Group 
website and mobile application. By introducing new features and comparing several classifiers, the 
study differed from earlier approaches. 

Its principal strengths were: 
i. The use of operational e-commerce data from the Boyner website and mobile application. 
ii. Comparison of several basic algorithms to identify the best-performing method. 
iii. Identification of discriminating behavioral features, such as unusual amounts and transaction 

locations. 
iv. The introduction of data features that differed from those commonly used in the literature. 
v. Improved fraud-detection accuracy through the combination of multiple algorithms and new 

features. 
The study had the following limitations: 
i. The data were obtained only from the Boyner Group, limiting the generalizability of the 

results. 
ii. The analysis was restricted to basic algorithms, whereas more advanced or hybrid algorithms 

might perform better. 
iii. Model accuracy depended on data quality and could decline when the data were incomplete 

or imbalanced. 
iv. Scalability was not established for very large volumes of global transactions. 
v. Real-time performance was not examined, making it unclear how the models would operate 

under live conditions. 
Thennakoon [13] focused on four main types of fraud found in real transaction data. They applied 

several machine learning models to each fraud type and selected the best-performing method. Using 
appropriate performance measures, their evaluation provided a detailed guide for selecting an 
algorithm suited to a particular form of fraud. The study also addressed real-time fraud detection. 
Predictive machine learning models and an application programming interface (API) module were 
used to determine whether a transaction was legitimate or fraudulent. The authors also examined a 
new strategy for handling imbalanced data. The dataset was obtained from a financial institution 
under a confidentiality agreement. 

The strengths of the study included: 
i. A practical focus on four major types of real-world fraud. 
ii. The use of several machine learning models and selection of the best method through a 

comprehensive evaluation. 
iii. Real-time fraud detection based on predictive models and an API. 
iv. A new strategy for addressing class imbalance, which is common in fraud datasets. 
v. The use of operational data from a financial institution, supporting the practical relevance of 

the results. 
The study had several shortcomings: 
i. Restricting the analysis to four fraud types may have excluded other important patterns. 
ii. Technical details concerning the API and model implementation were limited and may be 

insufficient for reproducing the results. Domain-oriented test generation can support more 
systematic evaluation of software-based detection components [14]. 

iii. The confidential nature of the data prevents other researchers from replicating the study 
easily. 
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iv. Model comparisons may have been influenced by the selected evaluation measures, limiting 
the generalizability of the results. 

Further limitations were: 
i. Data confidentiality prevents public access and independent validation. 
ii. Class imbalance remains a substantial problem despite the proposed strategy. 
iii. The results may be valid only for the type of data obtained from the participating financial 

institution and could differ in other environments. 
iv. Real-time detection requires substantial computing infrastructure, which may not be 

available to all banks and financial institutions. 
Financial fraud in the United States has become increasingly sophisticated, with fraudsters using 

methods that can evade conventional detection systems. The increasing popularity of digital 
payments has been accompanied by growth in both the number and complexity of fraud cases, 
causing substantial losses to institutions and consumers. Rahman [15] sought to design and 
implement machine learning models that could improve the accuracy of fraud-detection systems. 
Their study focused on the US financial system and examined artificial intelligence approaches for 
anomaly detection and risk analysis. The data included transaction time, amount, and sender–
receiver information, allowing the analysis of time-series data and behavioral patterns. Similar 
machine-learning methods have been used for financial time-series prediction under changing 
conditions [16]. 

Three models were evaluated: random forest, logistic regression, and support vector machine. 
Their performance was measured using accuracy, precision, recall, F1, and ROC-AUC. Random forest 
performed best because of its ability to handle nonlinear relationships. The findings indicated that 
integrating machine learning substantially improved the capacity of financial institutions to process 
large datasets and detect fraudulent patterns quickly. Selecting relevant features related to user 
behavior and transaction context also increased detection rates and reduced false positives. 

The strengths of the study were: 
i. Its focus on the US financial system and digital payments, which represent a current 

operational concern. 
ii. Comparison of three commonly used machine learning models across several performance 

measures. 
iii. Evidence of the superior performance of random forest in handling nonlinear relationships 

and improving accuracy. 
iv. Consideration of behavioral and contextual transaction features that reduced false positives. 
v. The possibility of conducting time-series analysis using time-stamped data. 
The study had the following shortcomings: 
i. The analysis was limited to three models, namely RF, LR, and SVM, and did not examine more 

advanced models such as XGBoost or LSTM. 
ii. Technical details about feature selection and implementation were limited. 
iii. Dependence on US-specific data may reduce the generalizability of the results to other 

countries. 
iv. Performance was not tested under operational conditions involving very high transaction 

volumes or simultaneous attacks. 
Its other limitations included: 
i. The data came from a single transaction dataset and may not represent every type of fraud. 
ii. Data confidentiality prevents public access and the reproduction of the results. 
iii. The models were evaluated mainly through conventional statistical measures without 

considering operational or economic costs. 
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iv. The study concentrated on accuracy and selected features without sufficient attention to 
response time in operational environments. 

Ashfaq [17] studied fraud and anomalies in the Bitcoin network, as well as problems commonly 
encountered in electronic banking and online transactions. Fraud methods have become more 
complex as the financial sector has developed. Although blockchain has been described as one of the 
most secure approaches in finance, the number of fraud cases continues to increase each year [18]. 
The authors therefore proposed a secure fraud-detection model combining machine learning and 
blockchain. 

XGBoost and random forest were used to classify transactions and predict new fraud patterns. 
The models were trained on patterns obtained from fraudulent and legitimate transactions and then 
used to classify new transactions. Blockchain technology was integrated with the machine learning 
algorithms to detect fraudulent transactions in the Bitcoin network. Model performance was 
measured using precision and AUC. The researchers also conducted a security analysis of the 
proposed smart contract to assess the system’s resilience [19]. An attacker model was developed to 
help protect the system against attacks and vulnerabilities. 

The strengths of the study were: 
i. Integration of machine learning and blockchain to improve security and reliability. 
ii. The use of XGBoost and random forest, both of which can perform well when classifying 

complex data. 
iii. Evaluation through precision and AUC. 
iv. Security analysis of the smart contract, which strengthened the study’s practical component. 
v. Development of an attacker model to identify and address vulnerabilities. 
The shortcomings were: 
i. The analysis was restricted to two algorithms and did not examine alternatives such as LSTM 

or graph neural networks. 
ii. Technical details about implementing the smart contract and attacker model were limited. 
iii. The data and experimental conditions were not described fully, making the results difficult to 

reproduce. 
iv. The exclusive focus on Bitcoin may limit the application of the model to other blockchain 

networks. 
The study was also subject to the following limitations: 
i. Dependence on characteristics specific to the Bitcoin network reduces generalizability to 

other financial systems. 
ii. Confidentiality or the lack of public access to the datasets prevents independent validation. 
iii. The proposed attacker model may cover only certain attacks and may be insufficient against 

more complex threats. 
iv. Real-world implementation requires substantial computing and security infrastructure that 

may not be available in every institution. 
Wireless communication systems carry very large volumes of data and must remain protected 

against interference. Within this setting, financial fraud has become an important concern. Almazroi 
[20] proposed the ResNeXt-embedded GRU (RXT), an artificial intelligence model designed to process 
financial transaction data in real time. The model follows a systematic pipeline that begins with data 
input and preprocessing. SMOTE is then applied to reduce class imbalance. Features are extracted 
through a hybrid autoencoder and ResNet approach known as EARN. This stage identifies relevant 
data patterns, while feature engineering improves the model’s ability to distinguish between classes. 

The classification stage is based on the RXT model, which is tuned using the Jaya optimization 
algorithm to produce RXT-J. The model was evaluated using three real financial transaction datasets. 
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Compared with existing algorithms, it improved several performance measures by 10–18% while 
retaining high computational efficiency. The findings indicate improvements in the security and 
efficiency of financial transactions. In the presence of wireless communication interference, the 
method also supports security, data availability, reliability, and resistance to cyberattacks. 

The main objectives and contributions of the study were: 
i. Introducing the hybrid RXT model, which combines ResNeXt and GRU. 
ii. Applying SMOTE to address class imbalance. 
iii. Combining an autoencoder and ResNet within EARN to extract effective deep features. 
iv. Fine-tuning the model with the Jaya algorithm. 
v. Evaluating the model on three real datasets. 
vi. Obtaining improvements of 10–18% over existing algorithms across several performance 

measures. 
vii. Addressing wireless communication security and resistance to cyberattacks. 
The study had several shortcomings: 
i. The evaluation was restricted to three datasets and may not generalize to other financial 

environments. 
ii. The complexity created by combining several techniques may hinder implementation in 

operational settings. 
iii. Technical details concerning the integration of the ResNeXt and GRU blocks and the exact 

SMOTE configuration were limited. 
iv. Comparison was limited to the reported baseline algorithms and did not examine advanced 

alternatives such as XGBoost or LSTM. 
The main limitations were: 
i. Dependence on specific and confidential data, making reproduction difficult for other 

researchers. 
ii. The need for substantial computing infrastructure to operate the model in real time. 
iii. A focus on wireless communication security that may be less applicable to other financial 

settings. 
iv. The possibility that Jaya optimization will perform differently with very large or more diverse 

datasets. 
The rapid development of technology has increased the use of credit cards in place of cash, but 

it has also created new opportunities for fraud. According to the Nilson Report, global credit card 
losses were expected to exceed $35 billion by 2020. Credit card providers therefore need to offer 
services that reduce risks to their users. Retail service choices can also affect customer responses in 
digital purchasing contexts [21]. Najadat [22] proposed a method for classifying transactions as 
legitimate or fraudulent using the IEEE-CIS Fraud Detection dataset obtained from Kaggle. 

The proposed BiLSTM-MaxPooling-BiGRU-MaxPooling model combines bidirectional long short-
term memory (BiLSTM) and bidirectional gated recurrent units (BiGRU). Six other machine learning 
algorithms were also evaluated: Naïve Bayes, voting, AdaBoost, random forest, decision tree, and 
logistic regression. The proposed model outperformed these algorithms and achieved a score of 
91.37%. 

The principal objectives and contributions were: 
i. Using a hybrid BiLSTM–BiGRU model capable of learning sequential patterns. 
ii. Comparing the proposed model with several classical machine learning algorithms. 
iii. Achieving an accuracy of 91.37%. 
iv. Using the established IEEE-CIS Fraud Detection dataset. 
v. Incorporating MaxPooling to reduce model complexity and improve computational efficiency. 
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The study had the following shortcomings: 
i. It used only the IEEE-CIS dataset, which may limit generalizability. 
ii. Technical details concerning feature selection and the precise model settings were not 

provided. 
iii. The comparisons involved classical algorithms but did not include advanced alternatives such 

as XGBoost or deeper neural networks. 
iv. The complexity of the hybrid model may make implementation difficult in real operational 

environments. 
Its limitations included: 
i. Dependence on Kaggle data, which may differ from data encountered in operational 

environments. 
ii. High computational requirements for large-scale training and execution. 
iii. A primary focus on accuracy, with less attention to response time and computational cost. 
iv. The possibility of weaker performance when sudden changes in fraud patterns produce 

concept drift. 
Fraud methods change as financial transactions develop, creating a need for new detection 

approaches. Tatineni [23] examined the integration of machine learning (ML) and blockchain 
technology for strengthening fraud-detection mechanisms. Machine learning algorithms, including 
anomaly detection and pattern recognition, can improve the identification of irregularities in 
financial data. Blockchain provides a secure, tamper-resistant ledger that supports transparency and 
traceability [24]. The article examined the applications, difficulties, and potential benefits of 
combining ML and blockchain for fraud detection [25]. It also presented a roadmap for developing 
secure and resilient financial systems. 

The principal strengths of the study were: 
i. Combining machine learning and blockchain to improve security and efficiency. 
ii. Using anomaly detection and pattern recognition to identify fraud more accurately. 
iii. Using blockchain as a tamper-resistant ledger to maintain transparency and traceability. 
iv. Presenting a comprehensive roadmap for creating secure and sustainable financial systems. 
v. Examining cooperation between the two technologies as a forward-looking area of 

development. 
The shortcomings were: 
i. The study was mainly conceptual and theoretical, with limited technical detail or empirical 

testing. 
ii. It did not provide a quantitative comparison with existing methods. 
iii. The complexity of integrating ML and blockchain may prevent rapid implementation in 

operational environments. 
iv. The computational and infrastructure costs of combining the technologies were not examined 

fully. 
The limitations included: 
i. Dependence on blockchain infrastructure, which is unavailable in some financial institutions. 
ii. Continuing difficulties with blockchain scalability and processing speed. 
iii. The need for large and balanced datasets to train machine learning models, which may not 

always be available. 
iv. Findings that are more suitable for theoretical guidance than immediate operational 

application. 
The rapid expansion of e-commerce has substantially increased the use of credit and debit cards 

for online purchases [26]. Card fraud has grown at the same time and has become an important 
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global problem. Fraud affects many aspects of daily life and creates growing concern among 
businesses and customers. Consumer responses to online financial services are shaped partly by 
trust, perceived risk, and self-related evaluations, which makes customer behavior relevant to the 
design of fraud-prevention systems [27]. Machine learning has been applied to various problems, 
particularly data classification. AbdulSattar et al., [28] examined binary classification, in which 
transactions were classified as either legitimate or fraudulent. 

Five machine learning algorithms, namely SGD, decision tree, random forest, J48, and IBk, were 
applied to two datasets called Task1 and Task2. The accuracy of all algorithms ranged from 97.78% 
to 98.1%, with no substantial differences among them. Because the data were imbalanced, the Kappa 
statistic was also examined. Random forest produced the highest Kappa value for both datasets, 
whereas SGD and J48 performed worst. Other measures, including MCC, were also used, and the 
findings indicated that random forest performed better overall than the other algorithms. 

The strengths of the study were: 
i. The use and comprehensive comparison of several machine learning algorithms. 
ii. Very high transaction-classification accuracy of approximately 98%. 
iii. Consideration of complementary measures, including Kappa and MCC. 
iv. Evidence of the superior performance of random forest under class imbalance. 
v. Use of Task1 and Task2 to support the reliability of the results. 
The shortcomings were: 
i. The study examined only five classical algorithms and did not consider advanced models such 

as XGBoost or deep neural networks. 
ii. Accuracy values were very similar, making the relative advantage of each algorithm difficult 

to establish. 
iii. Technical details about data preprocessing and feature selection were limited. 
iv. The weaker performance of algorithms such as SGD on Task2 indicates sensitivity to the 

characteristics of the dataset. 
The principal limitations were: 
i. Class imbalance remained a central problem and was not resolved fully through the use of 

complementary performance measures. 
ii. The findings may apply only to Task1 and Task2 and could differ in other environments. 
iii. The analysis concentrated on statistical measures and gave less attention to operational 

factors such as response time and computational cost. 
iv. Model resistance to changes in fraud patterns caused by concept drift was not examined 

under real-world conditions. 
 

Table 1 provides a comparative synthesis of the application settings, methods, findings, and 
limitations of the reviewed studies. The reviewed articles all addressed financial fraud detection in 
transaction data, but they adopted different methods. Some examined classical machine learning 
algorithms, including random forest, logistic regression, and decision tree, and reported acceptable 
performance with imbalanced data. Others used more advanced models, such as BiLSTM, BiGRU, and 
ResNeXt-GRU, or combined machine learning with blockchain to obtain accuracy levels of 
approximately 91–98% while improving security and reliability. Several studies also addressed real-
time detection, time-series analysis, and class imbalance through techniques such as SMOTE. Taken 
together, the findings indicate that combining machine learning with technologies such as blockchain 
and deep neural networks can substantially improve the security and efficiency of financial systems. 
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Table 1 
Comparative synthesis of machine-learning approaches to financial fraud detection 

Study 
Application 
context and data 

Methods 
Main findings and 
contributions 

Principal limitations 

[7] 

Financial-sector 
fraud detection; 
review of 
machine-learning 
applications 

Machine-learning 
models, with 
emphasis on 
random forest 

Random forest produced the 
highest accuracy, precision, 
and recall for fraudulent and 
legitimate transactions. The 
study considered both the 
potential and limitations of 
machine learning. 

Dependence on high-quality and 
balanced data; computational 
demands; changing fraud 
patterns; limited interpretability; 
uncertain performance under 
operational conditions. 

[8] 

Streaming 
transactions; 
European credit 
card fraud data 

Customer clustering, 
sliding window, 
multiple classifiers, 
and feedback 
mechanism 

Behavioral patterns were 
extracted from historical 
transactions. The best 
classifier was selected for 
each customer group, while 
the feedback mechanism 
addressed concept drift and 
supported real-time 
detection. 

High computational complexity; 
sensitivity to sliding-window size; 
data-quality dependence; 
scalability concerns; limited 
regional generalizability. 

[10] 

Financial 
transaction fraud 
and outlier 
detection 

Bayesian networks, 
recurrent neural 
networks, SVM, 
fuzzy logic, hidden 
Markov models, K-
means, and K-
nearest neighbor 

Machine learning and outlier 
detection were presented as 
alternatives to delayed, labor-
intensive, and error-prone 
conventional methods. The 
study covered a broad range of 
algorithms. 

Algorithm ic. complexity; 
substantial resource requirements; 
sensitivity to incomplete or 
imbalanced data; black-box 
behavior; need for continual 
updating; limited evidence from 
operational environments. 

[11] 

Online purchases 
made through the 
Boyner Group 
website and mobile 
application 

Decision tree, 
logistic regression, 
random forest, and 
XGBoost; new 
behavioral and 
transaction features 

The study compared multiple 
classifiers and used features 
such as unusual transaction 
amounts and unexpected 
locations to improve fraud 
detection. 

Single-company dataset; focus on 
basic algorithms; sensitivity to data 
quality and imbalance; limited 
scalability assessment; no real-
time evaluation. 

[13] 

Four types of real-
world fraud; 
confidential data 
from a financial 
institution 

Multiple machine-
learning classifiers, 
an imbalance-
handling strategy, 
predictive analytics, 
and an API module 

The analysis provided guidance 
for selecting a suitable model 
for each fraud type. The API 
enabled real-time classification 
of transactions as legitimate or 
fraudulent. 

Only four fraud types were 
considered; limited 
implementation details; 
confidential data prevented 
replication and independent 
validation; high infrastructure 
requirements. 

[15] 

US financial 
transactions 
containing time, 
amount, and 
sender–receiver 
information 

Random forest, 
logistic regression, 
and SVM; time-
series and 
behavioral analysis 

Random forest performed best 
because it could model 
nonlinear relationships. 
Behavioral and contextual 
features improved detection 
rates and reduced false 
positives. 

Only three models were tested; 
limited implementation and 
feature-selection details; US-
specific and confidential data; no 
assessment of operational costs, 
response time, extreme 
transaction volumes, or 
simultaneous attacks. 
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Table 1 
Continued 

 Study 
Application context 
and data 

Methods Main findings and contributions 

[17] 
Fraud and anomalies in 
the Bitcoin network 

XGBoost, random 
forest, blockchain, 
smart-contract 
security analysis, and 
an attacker model 

Machine learning and 
blockchain were combined to 
classify Bitcoin transactions and 
predict new fraud patterns. 
Performance was assessed using 
precision and AUC. 

Bitcoin-specific design; only two 
classifiers; limited technical and 
dataset information; restricted 
reproducibility; uncertain 
coverage of complex attacks; 
substantial infrastructure 
requirements. 

[20] 

Three real financial 
transaction datasets 
and real-time 
processing over 
wireless 
communication 
systems 

SMOTE, EARN feature 
extraction, ResNeXt-
embedded GRU (RXT), 
and Jaya optimization 
(RXT-J) 

The model improved several 
performance measures by 10–
18% compared with existing 
algorithms while maintaining 
high computational efficiency. It 
also addressed data availability, 
reliability, and resistance to 
cyberattacks. 

Complex architecture; high 
computational requirements; 
limited details on model 
integration and SMOTE settings; 
uncertain generalizability; 
possible variation in Jaya 
performance at larger scales. 

[22] 
IEEE-CIS Fraud 
Detection dataset 
obtained from Kaggle 

BiLSTM-MaxPooling-
BiGRU-MaxPooling; 
Naïve Bayes, voting, 
AdaBoost, random 
forest, decision tree, 
and logistic regression 

The hybrid model outperformed 
the classical algorithms and 
achieved 91.37% accuracy. 
MaxPooling reduced model 
complexity and improved 
computational efficiency. 

Use of a single dataset; limited 
feature-selection and tuning 
details; high computational 
demands; restricted comparison 
with advanced models; limited 
attention to response time, 
computational cost, and concept 
drift. 

[23] 
Conceptual analysis of 
financial fraud 
detection 

Machine learning-
based anomaly 
detection and pattern 
recognition 
integrated with 
blockchain 

The study explained how a 
tamper-resistant blockchain 
ledger could support 
transparency and traceability 
and presented a roadmap for 
secure and resilient financial 
systems. 

Primarily conceptual; limited 
technical and empirical evidence; 
no quantitative comparison; 
integration and infrastructure 
costs not fully examined; 
blockchain scalability and 
processing-speed concerns. 

[28] 
Binary classification 
using the Task1 and 
Task2 datasets 

SGD, decision tree, 
random forest, J48, 
and IBk 

Model accuracy ranged from 
97.78% to 98.1%. Random forest 
achieved the highest Kappa 
values on both datasets and 
performed best overall 
according to Kappa and MCC. 

Only classical algorithms were 
examined; accuracy differences 
were small; limited 
preprocessing and feature-
selection details; dataset-specific 
findings; no operational 
evaluation of response time, 
cost, or concept drift. 

Note: API = application programming interface; AUC = area under the curve; BiGRU = bidirectional gated recurrent unit; 
BiLSTM = bidirectional long short-term memory; EARN = autoencoder–ResNet feature-extraction approach; MCC = 
Matthews correlation coefficient; RF = random forest; SMOTE = synthetic minority oversampling technique; SVM = 
support vector machine. 

3. Machine Learning Techniques 
Financial fraud detection generally relies on three machine learning approaches: supervised 

learning, including logistic regression, decision trees, random forests, gradient boosting, and deep 
neural networks; unsupervised learning, including clustering, anomaly detection, and autoencoders; 
and hybrid models that combine supervised and unsupervised methods [29]. Each approach has its 
own advantages and limitations. The principal techniques are discussed briefly in the following 
subsections. 
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3.1. Supervised Learning 
Supervised models are trained using labeled data in which each transaction is identified as either 

legitimate or fraudulent. The main supervised learning techniques used for fraud detection include 
the following: 

i. Logistic regression: Logistic regression is one of the simplest and most widely used algorithms. 
It estimates the probability of fraud from transaction features. Its principal advantages are 
simplicity and interpretability, although its performance is limited when the data contain 
complex and nonlinear relationships [30]. 

ii. Decision tree: A decision tree identifies fraud patterns by dividing the data according to 
selected features. The resulting structure is transparent and relatively easy to interpret, but 
the model may be susceptible to overfitting [31]. 

iii. Random forest: Random forest is an ensemble of decision trees whose predictions are 
combined to obtain greater accuracy [32]. Recent studies have reported good performance 
when this method is applied to imbalanced datasets. 

iv. Gradient boosting, LightGBM, and XGBoost: These boosting algorithms improve successive 
models by correcting errors made by earlier ones  [33]. They have achieved high fraud-
detection accuracy when applied to large and complex datasets [31]. 

v. Deep neural networks: Deep neural networks can learn complex and nonlinear relationships, 
making them effective in detecting sophisticated fraud patterns [34]. Spiking neural networks 
are another neural-network architecture examined in hardware and software simulation 
studies [35]. Their application, however, requires large datasets and substantial 
computational resources [36]. 

 
3.2. Unsupervised learning 

Unsupervised learning methods are used when labeled data are limited or unavailable. The main 
techniques include the following: 

i. Clustering: Algorithms such as K-means divide transactions into groups with similar 
characteristics. Transactions that fall outside the identified clusters are treated as potentially 
fraudulent [37]. 

ii. Anomaly detection: This approach assumes that fraud is a rare event. Methods such as 
Isolation Forest and One-Class SVM identify transactions that differ from normal transaction 
patterns [38]. 

iii. Autoencoders: Autoencoders are neural networks trained to reconstruct legitimate 
transaction data. Transactions with high reconstruction errors are classified as potentially 
fraudulent. This method has been effective when applied to complex and unstructured data 
[36]. 

 
3.3. Hybrid models 

Hybrid models combine supervised and unsupervised learning to draw on the advantages of both 
approaches. Common applications include the following: 

i. Combining supervised and unsupervised methods: An autoencoder may first be used to 
detect anomalies, after which a supervised model is trained using its output. This combination 
can increase detection accuracy and reduce the error rate [39]. 

ii. Hybrid frameworks: Combining boosting algorithms with clustering methods can produce 
better performance than applying either method independently [40]. 
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iii. Application to imbalanced data: Unsupervised methods can first identify rare observations, 
after which supervised models are trained using the identified samples. This procedure can 
reduce the effect of class imbalance [41]. 

Supervised learning is suitable for labeled data and can achieve high accuracy, but it depends on 
access to complete and balanced datasets. Unsupervised learning is useful when labeled 
observations are scarce and can identify previously unknown patterns. Hybrid models are considered 
particularly suitable for operational settings because they combine the accuracy of supervised 
models with the flexibility of unsupervised methods [42]. 

4. Application of machine learning techniques to fraud detection in financial transactions 
The continued expansion of e-commerce and widespread use of credit and debit cards have made 

financial fraud a serious global problem. Online transactions create opportunities for abuse because 
of their high volume, rapid processing, and variety of payment methods. AI-mediated purchasing may 
also affect impulsive online decisions and transaction risk [43]. Banks and financial institutions 
therefore require intelligent and efficient methods for detecting and preventing fraudulent activity. 
Machine learning can analyze complex datasets and identify hidden patterns, making it useful in the 
design of fraud-detection systems. 
 
4.1. Nature of financial transaction fraud 

Financial fraud can take several forms, including unauthorized credit card use, identity theft, 
suspicious transactions involving unusual amounts, and abnormal patterns in purchasing or money 
transfers. These activities share one important characteristic: fraudulent cases are concealed within 
a much larger volume of legitimate transactions. Conventional systems based on fixed rules are 
therefore often unable to identify complex and changing fraud patterns [44]. 
 
4.2. Role of machine learning in fraud detection 

Machine learning algorithms perform three main functions in financial fraud detection: 
i. Anomaly detection: Identifying transactions that deviate from established patterns of normal 

behavior [45]. 
ii. Classification: Determining whether a transaction is legitimate or fraudulent. 
iii. Prediction: Estimating the probability of fraud in future transactions from historical data. 

Hybrid forecasting models also support adaptive prediction in data-driven systems [46–48]. 
These functions have made machine learning a principal component of contemporary antifraud 

systems. Commonly applied algorithms include the following [49]: 
i. Logistic regression: A simple and interpretable method for the binary classification of 

transactions. 
ii. Random forest: A tree-based ensemble method that can handle imbalanced datasets 

effectively. 
iii. XGBoost and AdaBoost: Boosting algorithms that can detect complex patterns with high 

accuracy. 
iv. Support vector machine (SVM): A method suited to high-dimensional data and nonlinear 

patterns. 
v. Recurrent neural networks (RNN, LSTM, and GRU): Models capable of analyzing sequential 

and time-series data, particularly financial transactions with temporal dependencies [50]. 
vi. Ensemble models: Combinations of several algorithms intended to increase accuracy and 

reduce prediction errors [51]. 
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4.3. Challenges in applying machine learning 
Several issues complicate the use of machine learning in financial fraud detection [52]: 
i. Imbalanced data: Fraudulent transactions are far less frequent than legitimate ones. Methods 

such as SMOTE are commonly used to reduce this imbalance. 
ii. Data confidentiality: Limited access to real financial data makes model training and evaluation 

more difficult. 
iii. Concept drift: Fraudsters change their methods over time, requiring fraud-detection models 

to be updated. 
iv. Computational complexity: Some advanced algorithms require substantial computational 

resources [53]. 
 
4.4. Advantages of machine learning 

Machine learning offers several advantages in financial fraud detection [54]: 
i. High accuracy: Machine learning models can identify complex and nonlinear patterns  [55]. 
ii. Dynamic learning: Models can be updated as new transaction data become available. 
iii. Fewer false positives: More accurate classification reduces the unnecessary blocking of 

legitimate transactions. 
iv. Real-time application: Machine learning can process large transaction volumes within short 

periods. 
Machine learning has improved financial fraud detection, but several limitations remain. Effective 

model development often requires large and balanced datasets, while advanced algorithms can 
impose high computational costs. Decisions made by complex models, particularly neural networks, 
may also be difficult to interpret. Current developments are moving toward the integration of 
machine learning with blockchain and explainable artificial intelligence to improve transparency and 
security while maintaining high detection accuracy [56]. 

The use of machine learning has substantially changed how fraudulent financial transactions are 
detected. The range of available algorithms has increased the accuracy and efficiency of antifraud 
systems. Further progress, however, depends on addressing class imbalance and concept drift and 
on developing systems that are more adaptive, secure, interpretable, and reliable for financial 
institutions and their customers [6]. 
 
5. Conclusion  

Algorithm 2. use labeled data to identify suspicious transactions with high accuracy, while 
unsupervised methods can detect previously unknown patterns and anomalies. Hybrid models 
combine the advantages of these approaches and can improve detection performance while reducing 
error rates. Fraud detection nevertheless remains a dynamic and complex problem. Fraudsters 
continually devise new ways to evade existing systems, creating a need for models that are 
adaptable, resistant to manipulation, and explainable. Research in this area is increasingly examining 
federated learning to protect privacy, graph neural networks to analyze relationships among 
transactions, and explainable artificial intelligence (XAI) to improve transparency and trust [57, 58]. 
Network-based modelling has also been used to examine complex spatial and environmental systems 
[59]. 

The findings indicate that machine learning has substantially changed financial fraud detection. 
Classical algorithms such as random forest continue to provide reliable performance, whereas more 
advanced models, including BiLSTM, BiGRU, and ResNeXt-GRU, have achieved higher accuracy and 
are better able to process sequential data. Integrating machine learning with blockchain has also 
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increased transaction security and transparency. Machine learning can therefore be considered both 
an operational necessity and a strategic approach to protecting global financial systems. 

The main challenges identified in financial fraud detection are summarized below [60]. 
i. Data imbalance: Fraudulent transactions usually account for only a small proportion of the 

available observations. Models may consequently become biased toward legitimate 
transactions and fail to identify fraud. Oversampling, undersampling, and algorithms designed 
for imbalanced data have been proposed, but class imbalance remains a major problem. 

ii. Explainability: Advanced algorithms such as deep neural networks can perform well but often 
operate as “black boxes.” Financial regulators and customers require transparent decisions, 
making the development of explainable models an important requirement. 

iii. Real-time detection: Financial systems require rapid responses. Delays in identifying 
suspicious transactions can result in substantial losses. Designing models capable of low-
latency, real-time processing therefore remains difficult. 

iv. Adversarial attacks: Machine learning algorithms can be vulnerable to deliberately 
manipulated inputs. Fraudsters may modify transaction data to prevent models from 
recognizing fraudulent behavior. Developing models that can resist these attacks remains an 
active area of research. 

v. Privacy and data security: The use of sensitive financial information requires strict privacy and 
security protections. Cybersecurity practices are also shaped by individual, social, and 
organizational factors [61]. 

vi. Federated learning and advanced encryption may reduce these concerns, but large-scale 
implementation remains difficult. 

vii. Scalability: Financial systems process extremely large volumes of transactions each day. 
Machine learning models must therefore handle large and complex datasets efficiently. Big-
data infrastructure and distributed systems offer possible solutions, but their cost and 
complexity create further implementation difficulties. 

Machine learning provides a clear basis for improving financial fraud detection, but further 
progress requires deeper research and continued technical development. Combining complementary 
methods, improving model explainability, and addressing privacy and security requirements can 
support the development of safer and more reliable financial systems. Multidisciplinary decision 
frameworks can also support system-level planning in complex contexts [62–64]. 
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